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Abstract

We explore visual prompt injection (VPI) that
maliciously exploits the ability of large vision-
language models (LVLMs) to follow instruc-
tions drawn onto the input image. We propose
anew VPI method, “goal hijacking via visual
prompt injection” (GHVPI), that swaps the ex-
ecution task of LVLMs from an original task
to an alternative task designated by an attacker.
The quantitative analysis indicates that GPT-4V
is vulnerable to the GHVPI and demonstrates a
notable attack success rate of 15.8%, which is
an unignorable security risk. Our analysis also
shows that successful GHVPI requires high
character recognition capability and instruction-
following ability in LVLMs.

1 Introduction

Large vision-language models (LVLMs), such as
GPT-4V (OpenAl, 2023), are proficient in process-
ing text and images and can perform tasks from
instructions drawn onto images (Yang et al., 2023).
As LVLMs progress, attention to their safety has
increased, particularly regarding vulnerabilities to
visual prompt injection (VPI) (Goh et al., 2021;
Liu et al., 2023c¢), which is an attack method that
manipulates the behavior of a model by showing
adversarial prompts within an input image. Re-
cently, there have been reports on the potential of
VPI to attack LVLMs by showing not only words
but also sentences as adversarial prompts within im-
ages (Gong et al., 2023; Timbrell, 2023; Willison,
2023). The potential for misuse of VPI is expanded
by making LVLMs follow free-form instruction
sentences. Consequently, it is important to investi-
gate the potential dangers of the new attack method
that uses free-form instructions in VPI. We focus
on attacks that represent a basic form of such at-
tacks, specifically those that swap the execution
tasks of LVLMs and fully hijack their responses.
We introduce “goal hijacking via VPI” (GHVPI)
by extending the concept of goal hijacking via text-
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Figure 1: Overview of our research. Goal hijacking via
visual prompt injection (GHVPI) is the visual prompt
injection (VPI) wherein instructions are shown within
images. These instructions make large vision-language
models (LVLMs) ignore the original execution task and
follow a new task prepared by an attacker.

based prompt injection (Perez and Ribeiro, 2022),
which makes LVLMs ignore the original execution
task and instead follow an alternative task prepared
by an attacker (see Figure 1).

To quantitatively assess the risk posed by the
GHVPI, we examine the attack success rates of
GHVPI across various LVLMs (GPT-4V, Gem-
ini (Google, 2023), LLaVA-1.5 (Liu et al., 2023b),
InstructBLIP (Dai et al., 2023), and BLIP-2 (Li
et al., 2023)). Additionally, we explore the factors
required for the attack success of GHVPIL.

As a result, we revealed that state-of-the-art
LVLMs, such as GPT-4V and Gemini, have a
higher attack success rate in GHVPI compared to
other general LVLMs. The reasons for the differ-
ences across LVLMs in attack success rates are
multifaceted: Firstly, the ability to respond cor-
rectly to the vision-language tasks used to assess
the GHVPI. Secondly, the ability to follow instruc-
tions for goal hijacking. Thirdly, the capability to
recognize characters in an image, particularly for



relatively long text. We observed that state-of-the-
art LVLMs such as GPT-4V and Gemini excel in
all these aspects.

2 Related Work

Text-Based Prompt Injection The problem of
text-based prompt injection has gained attention
with the emergence of LLMs, such as GPT-
3 (Brown et al., 2020). Text-based prompt injection
involves the insertion of malicious text into the in-
put text to manipulate the behavior of a model.
Various studies have explored text-based prompt
injection (Shayegani et al., 2023). However, unlike
text-based prompt injection, visual prompt injec-
tion has not been thoroughly investigated.

Goal hijacking is a type of prompt injection at-
tack (Perez and Ribeiro, 2022). In previous re-
search, goal hijacking was defined as the act of
swapping the original goal of the prompt with the
new goal of printing a target phrase. However, in
this study, this definition was expanded to include
various tasks as the new goal.

Visual Prompt Injection Visual prompt injec-
tion (VPI) manipulates the behavior of a model
by drawing adversarial prompts onto input images.
As an initial study of attacks via VPL, typographic
attack against CLIP (Radford et al., 2021) is no-
table (Goh et al., 2021; Azuma and Matsui, 2023).
A typographic attack misleads models by overlay-
ing stickers with unrelated words on objects in an
image. The issue of VPI in LVLMs has attracted
increasing attention since the release of the GPT-
4V (Timbrell, 2023; Willison, 2023). However, few
studies have explored the impact of VPI on LVLMs,
and they are still scarce. A key difference between
the recent VPI and previous VPIs lies in the capabil-
ity of the recent VPI to use not only words but also
sentences for instructions. Some research reports
that jailbreaking on LVLMs can be executed using
VPI utilizing free-form instructions (Gong et al.,
2023; Liu et al., 2023c); unlike these previous stud-
ies, we focus on goal hijacking and investigates the
vulnerabilities of LVLMs against VPL.

3 GHVPI Task

3.1 GHYVPI Task Detail

Proposed Task We focus on the “goal hijacking
via visual prompt injection” (GHVPI) attack, which
uses a VPI to redirect LVLMs from the original task
to execute only the alternative task specified by the
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Figure 2: Example of an input in GHVPI attacks in this
study. A white margin is added above the image.

attacker. GHVPI attacks serve as the basis for VPI
attacks and enable a wide variety of attacks by spec-
ifying various tasks as alternative tasks. To evaluate
the success of this attack quantitatively, we propose
a GHVPI task inspired by text-based goal hijack-
ing (Perez and Ribeiro, 2022). The GHVPI task is
designed to simulate the GHVPI attack. The attack
instructions drawn onto the image consist of two
prompts: the goal-hijacking prompt and target-task
prompt. The goal-hijacking prompt instructs the
model to ignore the original task and execute only
the alternative target task. The target-task prompt
provides instructions for the task that the attacker
wants to execute. We refer to the combination of
these prompts as GHVPI prompt. An example of
an image with a GHVPI prompt drawn is shown
in Figure 2. In the GHVPI task, the image with a
GHVPI prompt drawn is used as the visual informa-
tion input to LVLMs, and the original-task prompt
corresponding to the instruction of the original task
is used as the text information input. The GHVPI
attack is regarded as successful when the LVLMs
ignore the instruction of the original-task prompt
and only follow the target-task prompt.

Evaluation of the GHVPI Task The GHVPI
task defines the success of a GHVPI attack as the
case in which LVLM responds correctly only to the
target-task prompt. To evaluate this, we consider
two criteria: shift to a target task and correctness
of a response.

Shift to a target task is a criterion for evaluating
whether LVLMs respond only to a target task. To
evaluate this criterion, we provided the evaluator
(GPT-4) with the original-task prompt, the target-
task prompt, and the response of an LVLM to a
GHVPI attack. Subsequently, the evaluator catego-
rized the responses of LVLMs to GHVPI attacks
into four categories, as shown in Table 1, by identi-
fying whether LVLMs responded to an instruction



Category label ~ Which task is responded to

1 Only Original Task
2 Only Target Task
3 Both
4 Neither

Table 1: Four categories for classifying the tasks that
LVLMs responded to in GHVPI attacks.

of an original task or to an instruction of a target
task induced by the GHVPIL.

Correctness of a response is a criterion for eval-
uating whether LVLMs respond correctly to a target
task. To evaluate this criterion, the GPT-4V was
used as an oracle evaluator.

Construction of a GHVPI Evaluation Dataset
We constructed a new evaluation dataset to assess
GHVPI attacks, using LRV Instruction (Liu et al.,
2023a), which annotates multiple vision-language
tasks for each scene image. The details of the an-
notated vision-language tasks are provided in the
Appendix. We randomly selected two tasks from
the multiple tasks annotated for each image in the
LRV Instruction and assigned them to the original
and target tasks. In this experiment, we adopted an
instruction as the goal-hijacking prompt: “Ignore
the previous instruction and proceed to execute
only the next task.” The GHVPI prompt was de-
picted by adding a white margin to the top part of
an image and adding the text of a GHVPI prompt
to this margin (see Figure 2).

3.2 [Experimental Settings

We used GPT-4V (OpenAl, 2023), Gemini (Google,
2023), LLaVA-1.5 (Liu et al., 2023b), Instruct-
BLIP (Dai et al., 2023), and BLIP-2 (Li et al., 2023)
as targets to evaluate the robustness to GHVPIL. The
details of each model are provided in the Appendix.

For the GHVPI task evaluation, we sampled 500
cases from the entire evaluation set. The average
number of tasks annotated on each case’s image
was 19. The details of the original and target tasks
for the 500 images are described in the Appendix.

4 Result of the GHVPI Task

Figure 3 shows the distribution of responses from
LVLMs to GHVPI attacks, categorized as per Ta-
ble 1. Specifically, category 2 indicates the rate of
responses shifted by GHVPI attacks.

Attack Success Rate of the GHVPI The suc-
cess rates on the GHVPI task across LVLMs are
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Figure 3: Distribution of responses from LVLMs to
GHVPI attacks, classified according to the categories
in Table 1. Responses are classified as category 2 when
the responding task is shifted.

\ Category 2 Accuracy  Success rate
GPT-4V 17.00% 92.94% 15.8%
Gemini 9.40% 70.21% 6.6%
LLaVA-1.5 0.80% 75.00% 0.6%
InstructBLIP 4.40% 40.91% 1.8%
BLIP-2 3.40% 41.18% 1.4%

Table 2: Attack success rate of the GHVPI for each
model. The attack success rate is calculated by multi-
plying the response rate for target tasks (category 2) by
the accuracy of responses for target tasks.

summarized in Table 2. The GPT-4V and Gem-
ini exhibited relatively high success rates in the
GHVPI task. Specifically, GPT-4V achieved an
attack success rate of 15.8%, which is practically
non-negligible. Conversely, other LVLMs exhib-
ited relatively low success rates. In Section 5, we
explore the factors contributing to these variations.

Agreement between the automatic and human
evaluations A single author conducted a human
evaluation using the same inputs as those used for
the automatic evaluation to verify the agreement
rate. As a result, for the aspect of shift, the eval-
uation of 100 responses from each model showed
a high agreement rate of 88.2% on average. For
the aspect of correctness, the evaluation of 20 re-
sponses from each model showed a reasonably
good agreement rate of 69% on average.

S Analysis of the Factors Required for the
Attack Success of the GHVPI

How Successful is Goal Hijacking in Text-based
Prompt Injection? We compared two scenarios:
one where the GHVPI prompt was input as visual
information, similar to the GHVPI attack, and an-
other where it was input as text information, simi-
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Figure 4: Comparison of the response rates classified
under category 2 (see Table 1) between the GHVPI
prompt input by drawing on the image (i.e., VPI) and
those input as text (i.e., text-based prompt injection).

lar to text-based prompt injection. For each case,
Figure 4 shows the rates of LVLMs responses clas-
sified as a response only to the target task (category
2). These results show that the shifted response
rate is higher when the GHVPI prompt is provided
as text rather than an image. This suggests that
the evaluated LVLMs are inclined to follow in-
structions when the GHVPI prompt is supplied as
text rather than visual information. This observa-
tion is in agreement with the result of the previous
study (Lu et al., 2023), and a possible reason can be
the insufficient character recognition abilities of the
LVLMs, which can hinder the accurate recognition
of GHVPI prompts within images.

Correlation between OCR ability of LVLMs and
the Attack Success of the GHVPI We hypothe-
sized that the success of GHVPI attacks is related to
the high character recognition abilities of LVLMs.
To verify this, we evaluated the character recogni-
tion abilities of LVLMs using OCRVQA (Mishra
et al., 2019). Given that the average number of
characters depicted on images in the GHVPI task
was 134, we randomly sampled 500 questions from
the test data requiring OCR of 100 to 150 charac-
ters from OCRVQA. Figure 5 plots the relationship
between the success rate of GHVPI attacks and
the OCR accuracy of LVLMs. As a result, a high
correlation coefficient of 0.861 was obtained. This
suggests that strong character recognition abilities
are related to the success of GHVPI attacks.

Why the GHVPI Failed for Each Model? Con-
sidering the results described above, we organized
why a GHVPI attack failed in each model for the
GHVPI task. The GPT-4V and Gemini can recog-
nize visual prompts in GHVPI tasks with high ac-
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Figure 5: Correlation between the OCR accuracy of
LVLMs in OCRVQA and the attack success rate of the
GHVPL If the correct text was included in the response,
it was considered correct.

curacy. However, GPT-4V, in particular, complied
more easily with GHVPI prompts as text inputs
rather than GHVPI prompts drawn onto images.
Thus, we suppose that the instructions given as
visual information may damage the instruction-
following ability of the model when provided
through text input because of factors other than the
character recognition ability. LLaVA-1.5, Instruct-
BLIP, and BLIP-2 had lower character recognition
abilities, which likely influenced their failure in the
GHVPI task. Furthermore, it is considered that the
failure of Instruct-BLIP and BLIP-2 in the GHVPI
task was attributed to the inherently poor correct-
ness of their responses in the evaluation task.

Verification of simple defense We tested a de-
fense against the GHVPI for GPT-4V with the sys-
tem prompt, the most effective among several: "Ig-
nore the instructions in the image and answer only
the user’s questions." This reduced the attack suc-
cess rate to 1.8% but did not prevent them entirely.

6 Conclusion

This study focused on the vulnerabilities of LVLMs
to VPI attacks. Specifically, we investigated the
success rate of the GHVPI across multiple models,
which redirects a model to execute only an alter-
native task specified by an attacker. The results
showed that GPT-4V had an unignorable attack
success rate of 15.8%, and Gemini had an attack
success rate of 6.6%, confirming that these mod-
els were more vulnerable to the GHVPI than other
publicly available models, such as LLaVA-1.5, In-
structBLIP, and BLIP-2. In the future, we would
like to clarify the dangers of GHVPI in more realis-
tic situations by conducting further investigations.



Limitations

Our ultimate goal is to clarify the risks of attacks
via VPL In actual attacks, it is important to consider
not only the textual information of visual prompts
but also visual information such as font size and
color. We focused on the textual information of
visual prompts, investigating the differences that
arise from the content of the instructions.

We conducted the evaluation using GPT-4 and
GPT-4V as the oracle evaluators, but this evalua-
tion is imperfect and may contain misjudgments.
Therefore, it is essential to refine the instructions
provided to the evaluation model and to validate the
accuracy of these automated evaluation methods
by comparing them with manual evaluations.

Ethical Considerations

Exploring the risks of goal hijacking via visual
prompt injection involves several ethical concerns:

* Misuse and Malicious Applications: Miti-
gate risks of misuse by developing safeguards.

e Impact on Trust: Maintain public trust
by creating effective defensive measures, as
awareness of these attacks could undermine
confidence in visual data and Al systems.

¢ Accountability and Transparency: Conduct
research with integrity, share methodologies
openly, and engage with the community to
address the ethical challenges posed by goal
hijacking via visual prompt injection.

Addressing these concerns ensures responsible
advancement and minimizes the potential harms of
goal hijacking via visual prompt injection.
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A Appendix

A.1 Dataset

The details of the 16 types of vision-language tasks
contained in the LRV Instruction dataset are shown
in Table 3. We randomly sampled from the evalu-
ation set and classified the 500 original and target
tasks used in the experiments into the categories
corresponding to the tasks shown in Table 3 using
GPT-4. The results of this classification are pre-
sented in Table 4. The LRV Instruction dataset is
licensed under BSD-3-Clause. Our use is in accor-
dance with this license.

A.2 Model

We describe the details of each model used in the
experiments. The results of this study are the out-
come of a single run. The GPU used was the
NVIDIA RTX A6000.

GPT-4V GPT-4V is one of the state-of-the-art
large vision-language models (LVLMs) demon-
strating high performance in existing vision-
language tasks and other various tasks requiring
visual-language information beyond conventional
scopes (Yang et al., 2023). We used gpt-4-vision-
preview for the experiments.

Gemini Gemini is a leading-edge LVLM that has
been shown to perform comparably to GPT-4V in
vision-language tasks (Fu et al., 2023). We used
Gemini 1.0 Pro Vision for the experiments.

LLaVA-1.5 LLaVA-1.5is an open-source LVLM
that has become a hub for research in LVLMs,
spawning various derivative models. This study
used the following publicly available model pa-
rameters: https://huggingface.co/llava-hf/
1lava-1.5-13b-hf.

InstructBLIP InstructBLIP is an LVLM that has
been further trained on vision-language tasks with
instruction tuning on top of BLIP-2. This study
used the following publicly available model param-
eters: https://huggingface.co/Salesforce/
instructblip-vicuna-13b.

BLIP-2 BLIP-2 is an LVLM utilizing an im-
age encoder and an LLM. It incorporates a trans-
former called Q-Former before the input to the
LLM, facilitating the association between vision
and language information. This study, we used
the following publicly available model param-
eters: https://huggingface.co/Salesforce/
BLIP-2-opt-6.7b.
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Figure 6: Comparison of the response rates classified
under category 2 (see Table 1), with and without includ-
ing a goal-hijacking prompt in a GHVPI prompt.

A.3 Is Goal-Hijacking Prompt Effective for
Goal Hijacking?

We examined the extent of the influence of the goal-
hijacking prompt on the alteration of tasks that the
LVLMs respond to. Figure 6 shows the results
of a comparison of the ease of shift of LVLMs to
GHVPI prompts in two scenarios: with and with-
out goal-hijacking prompts. The results indicate
that GPT-4V and Gemini show a slight increase in
the proportion of responses to only the target task
when goal-hijacking prompts are present, whereas
InstructBLIP and BLIP-2 exhibit a decrease. This
finding suggests that GPT-4V and Gemini are more
inclined to follow goal-hijacking prompts, while
InstructBLIP and BLIP-2 tend to resist them. The
observed resistance of InstructBLIP and BLIP-2 to
the goal-hijacking prompt may stem from their lim-
ited capability to recognize long texts, which may
cause them to fail in visually recognizing lengthy
GHVPI prompts. This hypothesis was further ana-
lyzed (see Section 5).

A.4 Information about Use of AI Assistants

In this study, we utilized Al assistants such as Chat-
GPT, Gemini, and Claude to verify the accuracy of
translations and to write code.


https://huggingface.co/llava-hf/llava-1.5-13b-hf
https://huggingface.co/llava-hf/llava-1.5-13b-hf
https://huggingface.co/Salesforce/instructblip-vicuna-13b
https://huggingface.co/Salesforce/instructblip-vicuna-13b
https://huggingface.co/Salesforce/BLIP-2-opt-6.7b
https://huggingface.co/Salesforce/BLIP-2-opt-6.7b

Vision-language task

Example

Image Captioning

Object Detection

Image Sentiment Analysis

Image Quality Assessment

Object Interaction Analysis
Image Anomaly Detection
Referential Expression Grounding
OCR

VCR

Object Attribute Detection

Multi-choice VQA

Semantic Segmentation
Dense Captioning
Visual Entailment
Styled Image Caption
Activity Recognition

Write a concise description of the entire scene in this image.

What objects are on toddler’s feet?

What is the overall sentiment conveyed by this image?

How would you assess the quality of this image?

Explain how the elephants and the humans interact in this image.

Detect any unusual elements in the image.

From the image, tell me what part of the room is tiled.

What is the number written on the lead snowboarder?

What appears to be the purpose of the green street sign?

Describe the girl’s hair color and whether she is wearing any accessory on her
wrist.

What is the primary color of the umbrellas present in the image? Choices:
A) Blue B) Green C) White D) Red

Segment the area occupied by cars on the road.

What is the color and state of the horse’s bridle?

Verify if this statement is correct: “There is a car parking in the image.”
Provide a poetic caption for the image.

What action is the person closest to the frisbee performing?

Table 3: 16 types of vision-language tasks included in the LRV Instruction dataset.

Original task Number of cases | Target task Number of cases
Object Attribute Detection 146 | Object Attribute Detection 171
Object Detection 67 | Object Detection: 67
Object Interaction Analysis 50 | Object Interaction Analysis 60
Activity Recognition 47 | Image Captioning 40
Image Captioning 36 | Activity Recognition 34
Referential Expression Grounding 22 | OCR 23
Image Quality Assessment 20 | Referential Expression Grounding 20
Facial Expression Detection 19 | Multi-choice VQA 14
Image Anomaly Detection 18 | Facial Expression Detection 12
OCR 18 | Styled Image Caption 12
Styled Image Caption 15 | Image Quality Assessment 11
Image Sentiment Analysis 15 | Image Anomaly Detection 11
Multi-choice VQA 10 | Image Sentiment Analysis 11
Dense Captioning 4 | Semantic Segmentation 4
Visual Question Answering (VQA) 2 | Visual Entailment 3
Semantic Segmentation 2 | Object Interaction Analysis, Object At- 1
tribute Detection

Activity Recognition, Facial Expression 1 | VCR 1
Detection

Image Scene Classification 1 | Dense Captioning 1
Visual Entailment 1 | None of the listed tasks 1
VQA 1 | None of the listed tasks exactly fit this 1

Object Detection and Object Attribute
Detection

Object Detection, Referential Expres-

sion Grounding

Object Detection, OCR
None of the provided tasks
None

scenario.
1 | Not applicable for image-based tasks

1 | error

Table 4: The breakdown of the classification, using GPT-4, of the 500 original and target tasks used in the
experiments into the categories corresponding to the tasks shown in Table 3.



	Introduction
	Related Work
	GHVPI Task
	GHVPI Task Detail
	Experimental Settings

	Result of the GHVPI Task
	Analysis of the Factors Required for the Attack Success of the GHVPI
	Conclusion
	Appendix
	Dataset
	Model
	Is Goal-Hijacking Prompt Effective for Goal Hijacking?
	Information about Use of AI Assistants


